DCN: 2136

Deliberative Documenl -- For Discussion Purposes Cnly
' Do Mot Release Under FOIA

OFFICE OF THE UNDER SECRETARY OF DEFENSE
5000 DEFENSE PENTAGON
WASHINGTON, DC 20301-5000

INTELLIGEMCE

MEMORANDUM FOR THE LICSG
SUBJECT: Protection of Classified Information in BRAC 2005

The unprecedented inclusion of Defense intelligence in the BRAC process
poses a new securily issue for the Department.

BRAC legal requirements state, “all information used by the Secretary to
prepare the [BRAC] recommendations” shall be made “available to Congress
(including any commitiee or member of Congress” and “the Commission and the
Comptroller General of the United States.” Concern was raised at the 21
November Infrastructure Steering Group (1SG) meeting about the possibility that
highly classified material generated by the 1JCSG in the BRAC process
theoretically could be subject to review by many Commissioners and Members of
Congress who are not customarily privy to such information.

The process for evaluating DoD sites for base realignment and closure
determinations will involve locations that provide support to both Departmental
and National Intelligence Community intelligence activities. It 15 important that
the BRAC process protect the sensitive nature of the support provided and vyet
accurately reflect the important, and sometimes critical, national security interests
served by such activities. In many cases, the significance of the activity is not
overtly apparent. In addition, the nature of the activity at many sites may be highly
classified and will need appropriaie protection throughout the BRAC process and
in any determination or recommendations that result. The ISG requested a
proposed solution to these security issues.

On review, the DoD OGC and DCI Community Management Staff Chief
Legal Counsel have determined that BRAC statutes are not inconsistent with the
Department’s legal responsibilities for protecting classified information. There is
ample precedent for handling highly sensitive information in support of
commissions and Congress. Based on those precedents | have decided on the
following:
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* The JCSG collect, aggregate, analyze, and store data for BRAC at the TOP
SECRET CODEWORD level, as necessary, in an appropriately approved
DoD Sensitive Compartmented Information Facility (SCIF).

* Overall recommendations 1o the Commission resulting from the BRAC
analyses are provided at the collateral SECRET level and below,

¢ Secnsitive TOP SECRET CODEWORD level information be made
available upon request within the 1JCSG SCIF io the following individuals
on a need to know basis during the BRAC process:

Chair and Ranking Member of the SASC and HASC

Chair and Ranking Member of the HPSCI and SSCI

Majority and Minority Leaders of the House and Senate
Appropriately cleared members of the BRAC Commission

Select others — to be approved by the USD(I) on a case-by-case basis.

Q0000

e Because USD(I) is the DoD Chief Security Officer, Dr. Cambone is
delegated such departmental authorities related to security matters as are
necessary to support the BRAC process. This will enable USD(]) to act as
the focal point for IJCSG coordination with the DCI on security matters
that cannot otherwise be resolved.

I will work out implementation details on the above with the DCI's staff, 1
will also engage appropriate staff on the Hill to ensure their agreement and
cooperation.

OSD BRAC office that appropriate consideration of security clearances be given in

In addition to the above-mentioned procedures, I have recommended to the
the process for selecting BRAC Commissioners. Pﬂ

Coordinated with Mr. James M. Harris, IC Council for ODDCICM
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