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Standing Operating Procedures for the 
Headquarters and Support Activities Joint Cross-Service Group (HSA JCSG) 

Base Realignment and Closure 2005 

1. Purpose. 

This document contains important information on standing operating procedures related 
to controls necessary to safeguard the BRAC 2005 deliberative data, documents, 
decisions, and recommendations for the HSA JCSG. 

2. Reference. 

Memorandum, Under Secretary of Defense (Acquisition, Technology, and Logistics), 16 
April 2003, subject: Transformation Through Base Realignment and Closure (73RAC 
2005, Policy Memorandum One - Policy, Responsibilities, and Procedures. Includes 
Appendix B, Ofice of the Secretary of Defense Internal Control Plan for the 2005 Base 
Realignment and Closure Process. 

3. Storage Requirements. 

a. Physical location used to store data. All BRAC 2005 data will be securely 
stored at the HSA JCSG Federal Government office space at 1401 Wilson 
Boulevard, Suites 400 and 50 1, Arlington, Virginia 22209. 

b. Physical security for the location. The entrance to the fourth floor office space 
is secured by a cipher lock on the door. The Security Manager will change the 
cipher lock combination on an as needed basis. The OSD BRAC Office 
Manager handles security for suite 50 1. Only the HSA JCSG staff will receive 
the cipher combination. 

c. Type of container(s) used to store data. Special containers behind locked 
doors with restricted access are not required. The dot Mil server is 
password protected. The necessary system administrators and HSA JCSG 
staff have access to the server. There is intrusion detection at the WHS 
Backbone level and WHS System Administrators perform periodic log 
reviews to determine authorized and unauthorized access to the network. 
The H, S drives and e-mail are backed-up on a daily basis and kept in suite 
402 for 90 days. Every Sunday IT staff takes a snapshot of the H, S drives 
and e-mail and stores that snapshot off-site. That is kept for 1 year at First 
Federal in Maryland. First Federal is under contract to WHS and much of 
the Federal Government to store their back-up data. 

4. Document Control. 

a. All deliberative documents produced by or submitted to the HSA JCSG 
(e.g., meeting minutes, information dealing with scenarios, possible 
alternatives, or recommendation candidates) will be assigned sequential 
control numbers by the HSA JCSG administrative stafE HSA JCSG 
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Administrative staff will maintain a document log containing the control 
number, copy number (copy 1 of N copies if applicable), title and type of 
document, subject, date, who accessed the data, when data was accessed, 
and when data was returned. 

b. Access to deliberative or draft deliberative documents and other materials 
will be restricted, on a need to know basis, to those individuals who have 
signed non-disclosure agreements that are on file with HSA JCSG or the 
OSD BRAC ofice. Deliberative documents will be treated as CLOSE 
HOLD and maintained in the HSA JCSG secure office space. Authorized 
individuals who must remove a document or other materials, either 
electronic or paper copy, from HSA JCSG secure office space must first 
seek permission from the Chair or Deputy Chair and log out the material on 
the document control log maintained by the HSA JCSG administrative staff. 
Minutes of deliberative meetings, information dealing with scenarios, 
possible alternatives, or recommendation candidates may not be removed 
from the HSA JCSG secure ofice. At no time will an employee remove 
BRAC related data fiom the HSA JCSG secure office to work at home (this 
includes e-mail, CD, diskette, or hard copy). 

c. The following is a quote from Policy Memorandum One, referenced above. 
"To protect the integrity of the BRAC 2005 process, all files, data and 
materials relating to that process are deemed deliberative and internal to 
DOD. All requests for release of BRAC 2005 data and materials, including 
those under the Freedom of Information Act, received prior to the Secretary 
forwarding his realignment and closure recommendations to the 
Commission shall be forwarded to the DUSD(I&E)." 

d. Everyone involved in the BRAC 2005 effort must use every precaution to 
prevent the improper release of, or access to, BRAC 2005 information. Not 
only is access restricted to those individuals oficially approved to take part 
in the BRAC 2005 process, care must also be taken to avoid inadvertent 
dissemination of such information through verbal conversation, facsimile, 
e-mail, or other electronic communication means. 

5. Facsimile. 

The use of facsimile machines to transmit information dealing with scenarios, 
possible alternatives, or recommendation candidates is not permitted. Information not 
dealing with scenarios, possible alternatives, or recommendations may be faxed to 
authorized recipients. Care will be taken to ensure that the facsimile machine is 
monitored during transmission and receipt to preclude any compromise of sensitive 
information. A sign will be posted on the facsimile machine stating the requirement 
for monitoring transmissions. The individual sending the facsimile must first call the 
recipient to ensure that transmission will be monitored by the recipient. After 
transmission, the sender must call and confirm receipt of the facsimile. 
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