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DEPARTMENT OF THE AIR FORCE

AIR FORCE PENTAGON COMMUNICATIONS AGENCY
1600 Air Force Pentagon

Washington, DC 20330-1600

Sir MAY 1% 2003
MEMORANDUM FOR HQ /IEB
FROM: AFPCA/CC

SUBJECT: AFPCA Response to SAF/IEB Memorandum, Subject: “Base Realignment and
Closure (BRAC) Internet Data Collection Tool”

In response to SAF/IEB Memorandum dated 20 March 2003, Subject: “Base
Realignment and Closure (BRAC) Internet Data Collection Tool”, AFPCA has taken the
necessary steps to provide the Headquarters, United States Air Force (HAF) with a web
capability that meets or exceeds all AF/CIO guidelines and standards.

AFPCA provides enterprise web solutions for the HAF. HAFnet has network security
components in place, to protect the confidentiality, integrity, and availability of all Information
Systems. The following security components will be used to protect this system from malicious
attacks:

-- Firewalls: to guard access to the network
-- Intrusion Detection System: collects security logs on all Pentagon data for later analysis
-- Secure Shell Hash (SSH): SSH allows remote users secure access to the web server

In addition to the above mentioned safeguards, before any web page is made available to
the customer community on the production servers, the Web Operation team scans the code to
insure compliance with malicious code protection and with the guidelines specified in the
Certificate to Operate (CTO). For the proposed BRAC application people accessing the web site
will not need to modify their local CTO, nor does AFPCA need to modify existing certification
and accreditation documentation. Further, this application does not meet AF/CIO criteria to be
considered a collaborative tool, therefore AF/CIO Guidance Memorandum, “SUBJECT: Air
Force Implementation of Collaboration Interoperability Standards”, does not apply.

My POC for this project is Mr Jeffrey Beyer, jeffrey.beyer@pentagon.af.mil, (703) 614-
0883. Please contact him if there are any questions, comments, Or concerns.

GéA Al A ., Colonel, USAF

Commander




