Fort Huachuca - ==

The Home of Intelligence, Information,

& Electronic Testing
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Briefing Take-Aways

Southwest Defense

Complex Multi-capable

. . Platform
- Unique Capability _ Joint and
Army
C4ISR
Center of Excellence (CoE)
- Relevant

Today & Tomorrow

Environmental |
Excellence Community

-Postured for Partnership
Growth
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2 Ft. Huachuca

» Military Reservation: A
< 73,272 acres = e
<~ 67,000 acres for train AT R
<> 6,000 acres main pos e e e
» Real Property:

il

4 8,013,518 sq. ft. A s o s
< $561,586,000 =

» 25 Training areas :

> Elevation - 4265 feet to 82

» Average Annual Rainfall -
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Electronic Ranges K

"

@ Irreproducible
long term spectrum
access

@ Only U.S. location
where aggressive,
offensive, electronic
warfare/jlamming can
be conducted

# Controlled airspace
for UAV testing
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lands to emulate Division
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~~_ by mountains that further

. reduce electromagnetic
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| Airspace Redesign
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| Radio 23000acres

Sunveillance
Fort Huachuca - 73,000 acres

ELECTRONIC PROVING GROUND (EPG)
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\f

EFG

["_‘\5“?“"1 United States Army

Electronic Proving Ground

The Armys C4l Developmental Tester

Readiness Through Testing

Command Overview

COL Jerome Payne
EPG Commander

Mission Core Competencies

ODistributed system of systems
O Network-centric systems
OCommand & control
OCommunications & computers

O GPS/Navigation
Over 50 years of C4ISR OSystem C4 Vulnerability Assessment
testing OE3
OIEW

OlInfo assurance
OMANPRINT/RAM
OSensors

MISSION: Our mission is to support the acquisition process through rigorous and robust testing of C4ISR systems.

VISION: A customer-focused, value -added organization that leverages emerging C4ISR technologies to

meet the needs of the Warfighter. Updated 26 Jan 04

Approved for Public Release




. - Requiremeﬁhiﬁgu1r'u_"1 .

& Operations & Systems £
Maintenance Development
: C4ISR .
| /‘/‘
B Systems
| | (o
Lifecycle
Procurement / Developmental

Teshng fww“

\f
. Joint / -Operational .

Interoperability Testing

WV -ussion Purposes On@Not Release Under FOIA 15

Draft Deliberative Docur



Who We Are

DA
A—llEC
PERSONNEL el
DTC | |AEC | |OTC
EFl’G
Mil 1
Gov 130 L AND AREA
Cont 392 | UTILIZATION|
TOTAL . 925 73,000 acres

68% Professional and

el Total Value of Property~ $114M
(Excluding L and)
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How we Leverage Partnerships

EPG Field Office CAISR Test
Ft Lewis, WA Coordinator

Ft Monmouth, NJ

C4ISR Test
Coordinator
Aberdeen Proving
Ground, MD

Center of

JITC <—» |EWTD

EPG Field
Office,
Ft Hood, TX
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Facility Infrastructure
supports test and
evaluation from
the..component.. to
What We Do system.. to “system of

systems” level !

= 3 major systems
= 240 nm range

-2 g o .. > . = Airborne, ground-based, waterborne platforms
- B : & . # Distributed systems of systems
#» Network-centric systems

# Command & control systems 167
e wheeled
* Communications & computer systems vehicles

* GPS/Navigation systems
» |[EW systems TEST BEDS

- i : - - U e

Environmental Test Facilit

Information Assurance

EMI/TEMPEST Test Facility GPS Test Bed 57
1 - : - Test Fath/
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FYO4 Revenue Projection

| Test-Related Activity ($55.3M) |

$42.5M B Support Contract
(NEWTEC)
$10.9m B Government
Salaries
$0.857M B Supplies/Materials

$0.823M O Travel

$0.259M m Other Services
$55.3M

Homeland Defense/Technology Transfer ($41M) I

* Research and development (counternarcotics & homeland defense)

« Testing new technologies

»  Technology transfer (dual effort to support counterdrug mission and
homeland defense)

* Training
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Supporting Real World Missions |

J Transformation I EE ot o

Future Force

o Stryker

 Joint Tactical Radio System

 LandWarrior

 Unmanned Aerial Vehicle

 Warfighter Information Network —Terrestrial
* Future Combat Systems

Operation Iraqi

_I Army at War !

Supporting Our
Nation

J Homeland Defense

» Deployed Systems Engineer with |11 Corpsto
work joint & coalition interoper ability

« Deployed personnel to 4th Infantry Division to * Research and development
maintain tactical operations center comms » Testing new technologies

e Provided 11" Signal Brigade communications e Technology transfer
softwar e planning tool « Training
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EPG
KEY MISSION AREA PARTNERS

Shared resources, Prophet, Aerial

&/ BFT, ABCS,
Stryker, FCS

=
*.

AIR FORCE
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Testing
Community

INTELLIGENCE ELECTRONIC WARFARE TESTING DIRECTORATE



United States Army

Operational Test Command

|ntelligence

Electronic Warfare Test Directorate

Command Brief

COL EugeneJ. Komo Jr._A
' DR
Director, Commander <&e5

==

Intelligence Electronic Warfare

Test Directorate
CMD BRIEF
111512004 23
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U.S. Army
Intelligence Electronic Warfare Test Directorate {§i=== 4
Mission '

To plan, conduct and report on operational test and assessments of
Intelligence, electronic warfare, surveillance, and reconnaissance
(ISR) systems, to include Electromagnetic Environmental Effects

(E3) and Information Assurance (1A), in support of Army and Joint-
Service material acquisition process

*Mandated by Title 10, U.S. Congress

OPERATIONAL TEST

“. ‘ =
AN i == ¥ Wartime
Sihw Lo o Tempo

Operations R R — Simulation/
MTOE Units 3L < e Stimulation

B Modeling




Intelligence Electronic Warfare Test Directorate
(IEWTD)

Organization Electromagnetic Testing Tools

Ko XeXexe
VCSA

ATEC’s Organization
), @, §

Key Assets ($91.9 MIL):

* Intelligence Modeling and Simulation for

A
Operational Developmental ;
Evaluation (IMASE)

IEWTD e Information Assurance Testing Tool (IATT)
: » Electronic Warfare Monitoring Facility
Total IEWTD Personnel: 99 (EWMF) and Signal Monitoring Vans

Military, Civilian, Contractor
o Automated IEW Test System (AI/EWTYS)

and Vulnerability Mobile Transmitter Vans
26



Customer Base

« Army Test and Evaluation Command (ATEC)
 US Army and Joint Product/Program Managers
e System Contractors

 Other Services/Agencies (JFCOM, SOCOM, USMC,
USAF, USN, NSA, DIA, DARPA, NRO, DISA)

» Other Service Operational Test Agencies(MCOTEA,
AFOTEC, COMOPTEVFOR, JITC)

« Other Army Agencies (INSCOM, USARSOC,
FORSCOM, HQDA)

27



FUTURE COMBAT SYSTEMS

s

Chie Jocam ~The Army,/DARPA/lncksstry
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FY 03 Customer Tests

Platoon Wolf-NSA

A

USAF Commo Tests

v

IEWTD 'CESAS MCOTEA

A

TFFT —ECSTD SPT
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~ |EWTD'sContribution OWO nbat
| ntelligence, Survei -angg,pnnal ssan ce-(-I—SR
-Army Capabilities e “SIGINT

*IMINT

*MASINT

*HUMINT
*Counterintelligence

«Joint/Interoperability Capabilities

) \( DC SA ’
Iy Seismic = __ Applicatio
]| Acoustic ' \ —
v Magnetic >

The Ml Company is the Sensor Fusion Center of the UA




|[EWTD's Contribution to the Warfighter
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MISSION: The Army G-3/G-8tasked IEWTD to lead ateam of
Subject Matter Experts to execute oper ational assessments of 22
critical Force Protection Equipment and I ntelligence, Survelllance,
and Reconnaissance Systems currently operating in the Irag and
Afghanistan Areas of Responsibility (AORS) in direct support of
Operation Iragi Freedom and Operation Enduring Freedom.
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Integrated ISR Sl —
WY e N w-L
Force Development "I PR Eiiias s M’
| ] s o/ a i _' 5 (Tactical Level
Test & Experimentation sl ... ..o o
(FDTE) oy

= Joint Venture with the US Army
| ntelli gence Center . The Objective Force . . . mandates dominant ISR capabilities

»Examine the feasibility and effectiveness of emerging concepts for military
Intelligence and | SR support to the Future Forcein a Joint/I nteragency/Multi-
national (JIM), Net-centric environment, | nteroperable with the Total Force

»Provide data that will be used to develop and refine doctrine, or ganization,
training, materiel, leader ship, personnd and facilities (DOTML PF) to satisfy all

Future Force | SR requirements

*Provide a threat-based multispectral modeling and simulation environment of
sufficient fidelity to adequately address unique | SR transformation force

development requirements
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FDTE MISSION

ACTION TOPIC RESULT
D - doctrine Validate
1) Support O - organization and
2) Define T - training Assess
3) Examine L - leadership MI Future Force
4) Refine M - materiel capability to
P - personnel satisfy Warfighter
F - facilities ISR requirements

Synergy of Combining IEWTD’s Subject Matter Expertsin Material withtheUS
Army Intelligence Center’s Subject Matter Expertsin Doctrine, Organization,
Training, L eader ship, Personnel, and Facilities



IEWTD SYNERGY WITH

KEY MISSION AREA PARTNERS

ISR Requirements/Training/Doctrine ‘
Ft. Huachuca Electronic Spectrum Environment USAIc

Inte rated ISR FDTE

4 ALWAYS OUT FRONT I*

Joint and National
Operational Testin

AIR FO-RGE NETCOMICSI.A
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COMBINED
ENDEAVOR

JNTC EVENTS
Southern Watch Desert Thunden ¥

JOINT INTEROPERABILITY TEST COMMAND
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An integral part of it. Huachuca's G4ISR Genter of Excellence
Col Victoria A. Velez

Commander

et
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\ by ensurlng Jomt operatlonal effectiveness,
sultability, and interoperability
throughout the life-cycle
of DOD systems.




System Life-Cycle
T&E and Certification Process

Requirements DT / Standards Conformance, Operational
Certification . OT&E, and |nter0perab|||ty :Ve“ﬂca.“on
: Certification ;
New . Recertification/ :
Requirement = Renew : Feedback

I :

\ Interoperability Certification —I

CRD | ICD | ORD/CDD/CPD | C4ISP/ISP | TEMP E DT/ Operational Production/ Life
—> Standards =—> Test& Fielding Cycle
: | Conformance Evaluation Decision Support

JITC is the DOD Joint Interoperability Certifier!*

* AW DODI 4630.8 and CJCSI 6212
39



JITC’s Specific and
Unigue Roles

O3 DoD’s sole joint interoperability
certifier

O Operational Test Agency for many
DoD elements

O Major Range & Test Facility Base
(MRTFB)

3 Direct interoperability support to
the warfighter

O Test node for Joint National
Training Capability

O Executive Agent for testing
(NIMA, EKMS, and CDL)

O Charter Member of Ft. Huachuca
C4ISR CoE

Draft Deliberative Document-For Discussion Purposes Only Do Not Release Under FOIA. 40



fw“"’% Western US Major Range and Test
i Facility Base Locatlons

Utah Test & Training Range
Nevada Test Dugway Proving Ground

and - i
Training Range - .
} | » @, . @ @ -
Naval Air Warfare Center

\ a a a a
Weapons Division, | 0 0, operatea, and malintd C
China Lake

30th Space Wing

Air Force
Flight Test Center

Naval Air Warfare Center
Weapons Division,
Point Mugu

. Air Force
Yuma Proving Ground

White Sands

Electronic A
Missile Range

Proving Ground

JOINT
TEST COMMAND Systems Test Facility
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A

EFENSE

Asynchronous Transfer Mode (ATM)
Combined / Coalition Interoperability
Command and Control (C2)

Defense Collaboration Tool Suite (DCTS)
Defense Information System Network
(DISN) and Global Information Grid (GIG)
Defense Message System (DMS)
Defense Red Switch Network (DRSN)

» Department of Defense Intelligence
Information System (DODIIS)

» DFAS Corp Info Infrastructure (DCII)

» Electronic Business /
Electronic Commerce (EB / EC)

» Global Command and Control System
(GCCS)

» Global Combat Support System (GCSS)
» High Frequency Test Facility (HFTF)

N VetV SV Y

Y

NN o Ve 2V

A\

Vit Y

D A e AR AT T 7

JITC’s Areas of Expertise

Information Assurance (I1A)
Joint National Training Capability (JNTC)
Joint Tactical Radio System (JTRS)

Joint Theater Air & Missile Defense
(JTAMD)

Key Management Infrastructure (PKI, PKE,
GDS and EKMS)

Missile Defense (MD)

National Imagery Transmission Format
Standard (NITFS)

Optical Switching

Satellite Communications

Tactical Communications

Tactical Digital Information Link (TADIL)
Telemedicine

Unmanned Aerial Vehicle (UAV)

US Message Text Format (USMTF)

42



JITC's Contingency
and Exercise Sup

& LUMITED STATRE l

FINT FORCES
LUARMAR D

Enduring
Freedom

Desert
Storm

Hurricane

Relief
(Iniki/

Andrew)

Vigilant
Warrior



%% National Imagery Transmission

O Problem:
e NITFS not implemented uniformly
e Different viewers will view the same
file differently
d Solution

e Developed and implemented
Imagery standards validation and
conformance test program

0O Successes
e Imagery systems interoperable:
e International standards

0 Results impact Ft Huachuca

Intelligence Center training,
Joint OTA test strategy, and JNTC

Draft Deliberative Document-For Discussion Purposes Only Do Not Release Under FOIA. 44



C4ISR Distributed Testing

Replicating the Operational Environment

NSA
Testbed

Air Force
Testbed
(Langley / Tinker)

Draft Delib ™

Ft Huachuca’s
C4ISR CoE AEGIS
JITC Testbeds
MCTSSA
Joint Ops
Centers

e Document-For

AWACS

Virtual
Warfare
Center

Electronic

E-2C Patriot

TACSAT

Imager
ey TAC Switch

TBMCS

ISRBM Air Force C2

Testbeds

Coalition
Networks

GCSS-AF

Systems
Center/

—

CAOC

TCT

JSTARS

cussion Purpuses Only Do Not Release Under FOIA. 45



Ft. Huachuca's C4ISR Center of Excellence
DREN Connectivity

s,

Laboratories

IEWTD Testbed and

%
;,%:: IEWTD Firewall
:// High Speed Connectivity

JITC Firewall

[M

High Speed

USAEPG

-

£

1.

L EN

o EPG Testbed and
Laboratories

Firewall

Router (USAISEC TI

Extreme Network
Switch

Ml Battle Lab
Firewall

USAISEC Testbed
and Laboratories

ISEC Firewall

JITC Testbeds &
Laboratories

N\

Military Intelligence *- ;

Battle Laboratories **™=™*

DREN - Defense Research &
Engineering Network

LEGEND
ATM OC-3c link

CAT-5 Fast Ethernet Link

MI Battle Lab Encrypted Data
(Fast Ethernet)

Ongoing Ft. Huachuca C4ISR CoE DREN activities:
JNTC, HPCMP, Advanced IP Testbed (Moonv6),
DICE 04 test backbone, GIG BE End-to-End testing,
and GIG BE optical testbed.
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Ft. Huachuca’'s C4ISR CoE In Action

» % GLOBAL DOMAIN
e

| o
| =
| g,
.~ T
: Lo
ez

—u— Reschbeck & WAN with natlcnal partners, Unified Commands
and potentially, other servics CASR nodes
= Dissamination Networks [poinl-io-point, broadeasl, wab-based, ale.)
—== Lins of Bight dsta lnks
— Thester deployabls communications
= = DoD DCGS FoB

Nate: Only representative links are shawn

Silver Fox UAV Demo to SECNAYV -- 12 Dec 03
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DOD Interoperability
Communications Exercise (DICE)

Replicates deployed joint network
using operational units and DoD
test beds in a “non-threatening” environment

Mitigates operational risk
through interoperability testing

Controlled/managed from Ft. Huachuca 1SEC
due to unique EMI and T&E environment W

Certify interoperability of joint and
Service-unique systems

e Circuit and message switches

e Data systems

e Transmission / telecommunications
systems




JITC
KEY MISSION AREA PARTNES

';. ) g _.-.r-:l | , , , , 1
7 -BE, GCCS, DMS g

NETCOM

a b v ol #: x
3 ,.-5
W -6- oy
ol
1.;:'_ 4] e
o
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THUNDER MOUNTAIN EVALUATION CENTER




M
Q‘V“gﬂ owv:?'

& %
N

TMEC was established by the DOD Counterdrug
Technology Development Program Office to
provide support to the Drug Law Enforcement
Community for the evaluation of Non-Intrusive
Inspection (NIl) Systems. TMEC supports NI
efforts by providing operator training, logistics and
maintenance support, and system fielding.

Recent developments in the world situation have
caused TMEC to branch out into Homeland
Defense and Force Protection operations.



TMEC Mission:

To provide facilities and
personnel to support the
management, testing
and evaluation, technical
analysis, operator
training, logistics and
maintenance support,
and full life-cycle
support for system
fielding to the Law
Enforcement and Force
Protection Communities.

Draft Deliberative Document-For Discussion Purposes Only Do Not Release Under FOIA



The TMEC Team: e

Dept of Defense & Dept of Homeland Security Eade
« US Customs Service (USCS)
 Counterdrug Technology Development Program Office
« Office of National Drug Control Policy (ONDCP)
« Technical Support Working Group (TSWG)
e National Guard * National Assessment Group
 Drug Enforcement Administration (DEA)
« Federal Protective Service
« Department of Defense * Coast Guard
« EUCOM *JTF-4/5/6
« Office of Special Technology (OST)
« Department of Energy (DOE)
 Immigration and Naturalization Svc/Border Patrol
« FAA/TSA Canada: Dept of Revenue




APPROACH:

Perform controlled operational testing at
Fort Huachuca

Support Stream of Commerce testing at
multiple USCS Ports of Entry (POEs)

rain local National Guard and USCS
personnel to operate the equipment

Make recommendations for system
improvements

Support equipment maintenance



. \@‘

Around the

INFORMATION SYSTEMS ENGINEERING COMMAND (ISEC)
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Pentagon Engineering

Force Projection Information
Engineering Assurance
: & Security

Engineering

INFORMATION SYSTEMS ENGINEERING
COMMAND (ISEC)

Infrastructure ety
Systems Transmission
Engineering Systems Technology Integration
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ISEC

MISSION

I’r&fsosrlrjr;z';:gg . Transmission

! Systems
& Security & B }
Engineering ™

s e Pentagon Eng|neer|ng P
Serves as the Army s lead system engineer and integrator for information
infrastructure / force projection information systems and System of Systems
Integration that support MACOM, Army, CINC, and Sustaining Base information
requirements and the entire Army Transformation. The Command ensures vertical
and horizontal systems integration of sustaining base and strategic systems with
seamless interoperability into the theater/tactical environment leveraging the
strengths of all of CECOM'’s capabilities.

Infrastructure Technology Integratlon Force P}djection

Systems Engineering
Drafto#igednsive Document-For Discussion Purposes Only Do Not Release Under FOIA. sg



INFORMATION SYSTEMS ENGINEERING

COMMAND (ISEC)

. /1 Knowledge
“7—‘ Centers

)

Combatant
Commander

To engineer quality information system
solutions that are technically integrated,
and interoperable.
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INFORMATION SYSTEMS ENGINEERING

COMMAND (ISEC)

CUSTOMERS

EUCOM

COMBATANT T

/

COMMANDS

SOUTHCOM

PM DLS PM JCALS PM IM&T

ClO/G6

ARCENT MEDGOM ;p
MACOMS Seb %f DOD/JOINT
@ ) rr., /
FORSCOM M PO R TRERATON
USAREUR _USARSO

DTRA
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INFORMATION SYSTEMS ENGINEERING

COMMAND (ISEC)

Y g
q-_.__“*"‘

=5
-

SUSTAINING BASE
(4

HQs, Bases,\&

Installations ag 2., «.oi /|

P LLLLLLLLLEE

JOINT C4ISR INTEROPERABILITY
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ISEC
KEY MISSION AREA PARTNERS

Operations Enduring and Iraqi @
| Freedom/PKI/KICC/DMS/DSN/I3MP
|

E 4 3 o
N 33\
v Y@ gy Lt £ - B -
O, TR L o k {._i'-:l!-: _-L,"'.;!f
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INFORMATION SYSTEMS ENGINEERING

COMMAND (ISEC)

SUMMARY

STt g2 n_-f R, /-."—_
{8 puath Kool “ - ooBl <5 | - T
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o i e - - e e i
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g Y =
e i i
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* 1,113 personnel

« 270 Army installations worldwide
» Joint installations such as the Pentagon|=ss==i === = mas -

- CONUS/OCONUS Connectivity ey e \ World

- Contingency Operations Engineering | .:7 =&

Support F L S B e
CONUS A %

Every phone call, requisition, email going to an Army installation travels a
system that ISEC has designed, upgraded, or installed.
Draft Delibe = _ : _ — nder FOIA &4

TTrorr — a4




Hanover,
D
Ft. Huachuca, AZ

Ny, NC
San Antonio,
TX

TX

COMMUNICATIONS SECURITY LOGISTICS ACTIVITY
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CSLA: MISSION BRIEF

Presented by:

Bill Landon

Director

CECOM Communications Security Logistics Activity
Fort Huachuca, AZ

CECOM Bottom Line: THE WARFIGHTER
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CSLA Mission

Provide the Warfighter with procurement, training,
logistics, and sustainment management support
for Information Assurance/lInformation Security

and related emerging technologies.
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CSLA Includes:

» Information Systems Security Program (ISSP)
« COMSEC Logistics Readiness

« COMSEC National Maintenance Point

« COMSEC National Inventory Control Point

* Biometrics

» Electronic Key Management

» Spare Parts Replenishment

« COMSEC Fielding & New Equipment Training (NET)
« COMSEC Depot Work loading

« Strategic On-Site COMSEC Support
 Weapon System Management

*  Worldwide Audit Inspection and Incidents
. . OUR FOCUS
* Functional Proponent Information Assurance
« Cryptographic Modernization .... Resulting in combat

+  Kuwait/lrag C4 Commercialization Project (KICC) readiness for Warfighters --
because lives depend on us
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