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Points of Discussion 

Homelland Defense 

- The Secretary of Defense substantially deviated from final criteria 1 because he 

did not adequately or accurately address homeland defense. The recommendation 

to realign Lambert IAP AGS is inconsistent with the National Security Strategy's 

highest priority for this nation's military. 

BRAC Process 

- The Secretary of Defense substantially deviated from final criteria 1 through 4 

because final Air Force criteria attributes were inadequate and did not accurately 

measure military value. Military judgment, used routinely, was arbitrary, 

inconsistent, and poorly documented. The recommendation to realign Lambert 

IAP AGS is inconsistent with the BRAC law. 

Cost Calculations 

- The Secretary of Defense substantially deviated from final criteria 4 and 5 

because criteria attributes did not accurately measure or reflect the cost of 

operations, manpower impact, and cost savings. The recommendation to realign 

Lambert TAP AGS is inconsistent with final criteria. 

131St Fighter Wing 

- A description of the mission, capabilities, and accomplishments of the personnel 

and aircraft located at Lambert IAP AGS. 

Summary and Recommendations 









Homeland Defense 

The Secretary of Defense substantially deviated from final criteria 1 because he did not 
adequately or accurately address homeland defense. 

Numerous Administration documents clearly articulate Homeland Defense as the number 
one priority. 

BCEG avoids dealing with ISomeland defense issues in sub-criteria and Air Force 
attributes. 

BRAC Red Team questions Air Force BCEG process. 

St Louis is located at a strategic location in the heartland of America with multiple 
critical assets wilhin range of 131 FW aircraft. 

St Louis was performing the Homeland Defense mission while the BCEG deliberation 
was on going. 

RC'EG was unaware St. Louis is capable of performing the homeland alert defense 
mission 



Homeland Defense 

Numerous Administration documents clearly articulate Homeland Defense as the 
number one priority. 

In our defense strateby, Homeland Defense is clearly the number 1 objective. The National 
Military Strategic Plan for War on Terrorism (4 March 2005) outlines how we will fight such 
a war and lists the number one priority as "protect the U.S. Homeland". One of the 
assumptions this document uses is that the war on terrorism has no end date or easily defined 
battlefield. These words have tremendous meaning, as they indicate we will be fighting 
terrorists at home and abroad with no end in sight. It further defines homeland defense as 
"the protection of the U.S. sovereignty. territory, domestic population, and critical defense 
infrastructure". This means the entire country, not merely selected sights. 

The National Military Strategic Plan for War on Terrorism document directly relates to the 
Strategic Planning Guidance for Fiscal Years 2006-201 1 (March 2004). This document 
provides focused, timely, strategic direction to the resource allocation decisions of the 
Department of Defense. It re-iterates that we are currently a nation at war, with "an active, 
forward. yet layered defense of the nation and its interests". The number one strategic 
objective outlined in this document is "Secure the United States from direct attack". Its 
implementation guidelines promote direct active, forward defense-in-depth using a 
capabilities based approach. It assumes the pace of the Global War on Terrorism (GWOT) 
will continue at its current pace, stating traditional, irregular, catastrophic, and disruptive 
challenges will all be faced in this war. 

The bottom line is that we are a nation at war. That war has no end in sight, and we must be 
prepared a1 any Lime for any type of attack against the United States itself. Defending the 
United States is the number one objective. 

President quotes 

Paul McHale 

- Testimony House Arnwd Services March 03' 

- Testimony House Armed Services 04' 

HSPD-7 on Critical Infrastructure Identification, Prioritization, and Protection, 
(Deceniber 2003) designates DOD as the Sector Specific Agency for the Defense 
Industrial Base sector. 

National Defense Strategy 

Strategic Planning Guide 2006-20 1 1 
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BRAC AND NATIONAL DEFENSE 

+-. ... -. -. ............ -. 

1 ORGANWTIONI i 
i DOCUMENT i 

REQUIREMENT ISSUE 

I §2914(a) ...the Secmby shall publish in the Federal Register / Closure rmmmendations must be made on the basis of the force- 
and transmii to the Comressional defense committees and the ! strudure dan and smified final criteria 
Commission. not later &an May 16.2005, a l i t  of military 
instalbtfons inside the United states and that the Secretsry 
recommends for closure or feallqnnmt on the his of tho 
fWce-ebucture plan and infrastnrctwe inventory prepared by 

... ... the Seuetarv and thr finad doction ~1fted8 soecified 

BRAG Law - Revlew Standard ... §2903(d)(2)(B) the Commission may make changes in any of 
the recommendations made by the Secretary if the 
C o m m W i  determines that the Secretary M a t e d  
substanUJlyfrom tho ~ t m d u r e  plan and anal 
crtwia ... 

Commission changes albwed if substantial deviation fmm fwce-sbcture 
plan and final criteria 

Force Structure Plan - 
Requirement 

§2912(a)(I) PREPARATION AND SUBMISSION.- As part of 
the budget justification documents for ...[ FY '051, the Secretary 

... shal submit 
(A) A fomsbucture plan for the Annod Forces based on 

an assessment by the Secretary of the probable threats to 
the natlonsl SOCUIW during the ~nextl20year period... 

Force-structure plan based upon probable threats to national security - i.e. 
airborne terrorist attack 

Force Structure Plan 
March 2004 82912 Report 

p. 20 lnegular methods of increasing sophistimtion-induding 
... term& will challenge U.S. security interfjsts to a greater 

... degree than they have in the past Our ongolng 9lab.l war 
on temrisrn .nd cwr rwultlng oporetlonaJ experience call 
lor a norkntetlon of our mllltary upebllitlec to contend 
with thme challengi3s mom ewe#wly. 
p. 21 Wsbophk attacks muld arrive via ... innovative attacks 
like tbse undertaken on 911 I ... Elements of the U.S. nstfonal 
inhstruchm am vulnerable to ;errtaacophlc attack. The 
interdependent natum of the infrasbucture creates mom 

j vulnerability, because attacks against one sector-the electric 
I powec grid b r  instancewould impact other sectors as well ... 
j A slngk cPtastrophlc attack agalnst the Unltod Staor Ir 

... 1 an un8cceptabk pmrpect Thus, new emphasis must be 
1 applied to capabilities that enable us to dissuade acquisition of 
1 catastrophic capabilities, deter their use, and finally. when 
/ necessary, defeat them prior to posing direct threats to us and 
! our partners. 
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Law - Final Criteria 

! 

(a) Final Selection Criteria.- The final criteria to be used by the 
Seaetaty in making recommendations for the closure ... shall 
be the nrlliy vdw and other crlterla spscffkd... 
(b) MILITARY VALUE CRITERIA.- The military value criteria 
are as loHows: 

( I )  The cumnt and future mlulon mpabllltlor, and the 
impad on opontlonal reedlnou on the total force of the 
DoD, including impacton joint warfighting, training, and 
rsadiness 

(2) The availability and c o n d i i  of land, fecilies, and 
associated airspace (induding tfaining areas suitable for 
maneuver by ground. naval, w air forces thmughout a d im i t y  
of dimate and terrain and st8glng amas for the use d t h e  
Annod fore# In hacndmd defense m(ulon8) at both 
existing and potential mcebing locations. 

(3) ability to accommodate contingency, mobilization, surge, 
and htm total forca requiraments at both existing and 
potential receiving locations to support operations and traini i .  

(4) the md of aperations and the manpower impl)cations. 
(c) OTHER CRITE RIA.-... 

( I )  the extent end tlmlng of pobnUPt cart s.vlngs. 
including the runnbsr of years, beginning with the date of 
completion of the dosum or realignment, for the savings to 
exceed the costs. 

I i Presldsnt Bush / 'Our country is still the target of tmrists who want to kill 

I / many, and intimidate us all - and we will state on the offensive 
I against them, until the fight is won.' State of he Union '05 

---p.-....-.-.-p-.-.-...-.- A -- .- -. . -------. . . . . . . . . . - - - ------------ - - - - - - -- - i 
9/11 Commlsslon [Previously.] NORAO, hlch had been given the responsibility 

for defending U.S. airspace, had msbued that mission to 
foMls on t h w b  comlnp from outside America's borders. It did 
not adjust its foars m though the intelligence community 
had gathered intelligence on the possibility that temrists might 
turn to highjacking and even the use of planes as missiles. 
We have been asswed that NORAD has now embraced the 
full mission. Northem Command has bean established to 
assume responsibility for the defense of the domestic United 
States. 
Recommendatltlon: The Do0 and Its ovenlght committees 
should regulatly assess the adequacy d Northem 
Command's strateglen and planning to defend the U.S. 
agalnst mllltaty threats to the homeland. 

i !%cretan of Defense i 
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for Homeland k n i i  

-. . . . . - -. . . . .. -. . - - 
NORAD 
Keating testimony, 3115105 

- --- 
This year we will cony)ete the first strategy for the 
Department's Homeland Defense mission. This new 
Homeland Defense and Civil Support Strategy defines 
strategic goals forth Department's role in Homeland Defense 
and civil support. By ptwiding strategic goals and objectives, 
we add coherence and direction to the disparate activities 
across the Departmen1 that indude detaning and preventing 
attacks, protecting critical defense and designated aviliin 
infrastruchrre, providrng s'rtwtional understanding, and 
prqmhg for end responding to Incibents. 
On a ddly bash. tho men and women of tlm Unlted States 
AJr F m .  United States AJr Force Rosewe, and the ATr 
Natlond Gum! ..cum the skk. over N o r  matmpolltan 
areas. and our netlm'r crftlcal Infrastructun. 
The Total Force - A&n, Reserve, and Natknal Guard - is 
even now engaged in activities at home and abmad that 
promote the d t y  and interests of our nation. 
The National Guard, in particular. provides unique capabilities 
in every U.S. State and tenitoiy. The modern-day National 
Guard effectively operates as operattonal force for military 
missions at hwne and abroad. 
The PI '05 Defense Authorization Ad [provides] new authority 
[which] recognizes bot the truly global nature of the current war 
and the special capabilties and contributions of the National 
Guard. Under this new Secmtaly of Defense authority, 
National Guard forcm wlll be o n g m  dl- In tho 
defense of tlm homeland In a manner not seen since the 
oatly dap of our counby. 
.. 

NORAD monitors, validates, and wams of attacks against the 
U.S. and Canadian homelands by air&, missiles and space 
vehides. The Command ensures U.S. and Canadian air 
sovereignty Uuwgh a network of a b t  fighters ... 
Operation M e  Eagb - Operation NoMe Eagle began 
immediately after the W I  attach and cuntinues today to 
pmW and defend our nation's airspace. To date, NORAO 
has Rown mom than 39,500 sacties and saamMed or diverted 
fighters more than 1,900 times in response to potential threats. 
In 2004 Air Hafonal Guardnmsn and twarvlsts Rew 71% 
of the OoeraUon N o h  Eaak So*. 



- USNORTHCOM AnMe-O~CB Plptedion - On October I. 1004. 
USNORTHCOM auumed overall antlikrnwkm and force 
protodon r n p o c u l b l l ~  In the conthmtal Unlted States. 
USNOTHCOM's focce protection responsibilities include 
assessing the threat and security posture within tfie 
USNORTHCOM area of responsibilii. We work through 
existing Do0 elements' ptograrns and serve as a bridge 
among the separate programs to mate efficiencies and 
eliminate vulnerabilities, gaps, and seems in our overall anti- 
terrorism and force protection posturn. 
Criticel l n t i e ~ m  Piutechn - USNORTHCOM's area of 
responsibility indudes a great deal of infrastructure critical to 
military operations and force pmjeclion. As a pa8tr-w in 
interagency cooperation, we have supported the. efforts of the 
Joint Staff and the Assistant Sauetary of Defense for 
Homeland Defense to develop DoD policy for the pmpmten of 
DoD and mn-Do0 clitical Inhas-. This support indudes 
implementing a aomprehensive means of identifying critical 
infrastructws assets, assessing their vulnerabilities, and 
planning end implementing mitigation. response, and 
remediation opt[ons. Our oQerationsl focus ha8 been on 
DoDowned, k.rod, or managed Inlrastructum. 
We are wortcirxr b ensum DoD pdicv m~mizes the 
capabiiitias of ttw N-a~ GU& to -enhance 
USNORTHCOM's homeland defense and support to civil 

As part of its mqomiWi for air defense. NORAD has 
Id.nUflod a reclulrement FW a number d Alr Swerrlanty 
AM (AS& s k  In ~ I M  U.S.  hero sites must meet &&in 
msponre uttorla stlpulatod by USNORTHCOM. Tho Alr 
Natlonof Guard, flylng F4 5 and F-I6 aircraft, oporata most 
dth#. s m .  

OOD BRAC Potlcy 
USD(ATL) Policy Memo #5 
12/10104 

The MUU(tY of w r  nation, whethor expressed as 
homeland d.hnsa, domertlc pmparedmm, homdand 
security, or fighang tho war on tenwfsrn, Is an Important 
DoD mlufon. 
Cdterion two ofthe flnd BRAG reledon dtwla  
specifically mqulrn DaD Components to consider '[!]he 
availabii and condition of land, facilities and assodated 
airspace ... and staging areas for the use d the Armed Forces 
In homeland dofenre mlorlons' when making closure and 
realiinment recommendations. 
The Dopattmnt's homeland defense mission has Lm 
m4w elmntri: homeland defense agdnst dl- attacks 
to Hn Unlted States, lncludlng In the alr ... .- -. - 
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DOD BRAC Policy (cont.) 
USD(ATL) P o l i  Memo #5 
1211 w04 

In order to ensure that the infrastructure r e q u l m t s  of the 
diversity of Homeland Defense missions are accommodated in 
the BRAC process, thr Milhtsry Deparbnonts and JCSk  
shell u w  tho most recant coordlnatbn draft of the "DoD 
Stmtegy for Homdand Dofence end Clvll Support". 
pending finalbatbn of that Strategy ... to assist tfiem in 
onsurlng we retdn the capabllltles nowwry to support 
the homeland dehrur mission. 
The W i r y  Depaimats and JCSGs should ansuit with the 
ASD(HD) and the CMDRs NORTHCOM and PACOM. as 
necessrwy ta darify W information antamed in those 
documents. 

i 2002 National Security 1 The Natbnal llruritystrat- Identifled protecting the 1 Strategy (as quoted in AF U.S. homdpnd as the flnt pdority of the U.S. government. ! 

2001 Natlonal Defense 
Quadrennlel Rewkw (as 
auoted in AF BRAC report) 

The 2001 QDR roport makes pdectlng the U.S. h o d a n d  
the hlghest prforlty lor the Depaftment d Defense. 

AF BRAC Report 
Mission 

The purpose of Base Realignment and Cbsure Is to dhrort 
the Alr Force of lnfrprlmcture It no longw needs whlk 
lmpravlng the overall o f f s c t l ~ m s r r  of our air forcer and 
the military value of the retained portfolio of infrastructure. 
As part of its overdl BRAC strategy, the Air Force established 
four goals that support DoD's goals for BRAC ... 
The Air F o m  goals am: ... Transform by reailgnlng Alr Force 
Infrastructure wlth future defenw strategy... 
The stratog(e objecther d tho 2005 National Defense 
Smb@y include dofendln~ thu U.S. homeland fmm dl- 
att.dt.. 
The Alr Force mcommendatiosis In thb report hdp nocum 
the horneland by provldlng tho rsqulmd capaMllty to meat 
NORWCOM elr sovemlantv torklnes. 

AF BRAC Report (ant.) 
BRAC Delegation 

The SecAF delegated responsibility for the analysis and 
coordination required to develop Air Form closure and 
realignment recommendations to the ASAF for Instalations, 
Envimnment and Logktics. 
The Air Force principal charged with carrying out the 
installation anatysis and recommendation development was 
the DAS for Baslng and lnfrasthlcture Anatysi 
The SecAF chartered the AF Base Closure Executive Gmup 
(BCEG) to s e w  as the AF's deliberative body for BWC. - -. . -. . - - . -- 



' AF BRAG Report (cont) 
Homeland Defense Renew 
Process 

- . . ------- -- 
Tho Alr Foru consuM wtth USNORTHCOM to onrum 
thew mMMnendationr cacl.ider the w r a p h l c  location 
of our instattatlonr and pre#lw runlcknt installatkns 
near our borders and nmr hlgh-valua targots to support 
air rowroignty ae psrt of homeland dofunso. 
The Air Force analysis pmam took this homebnd security 
mission into account when developing recommendations. Tho 
neut to support ASAmquinmenC was inc4ud.d ar ono of 
ths flve Air Force Uimpsretim." Addltbndly. ths Alr 
Force BRAC toam workd with USNORTHCOYl to onsum 
Uls Air Force recomndationr mat USNORTHCOWS 
maulrom(Mts. 

AF BRAC Report (cont.) 
Air Form Basing 
Considerations 

To help make consistent, coherent and forwarblodiing basing 
r m t i o n s .  the Air Force devehped a whiie papef 
combining historical basing trends, expeditionary tenets, task 
f o m  CONOPS, honwland ddenae, and care competencies. 
As part of the BRAC proaws. OSD pubtished a tist of 
overarching prindples to help focus service analysis. The Air 
Force k\ turn established 16 principles to help guide its 
deliberations. Fm of these prinap(es were defined as 
'impera lhm... 4. PPmvlde alr soverdgnty basing to meat tho 
sit. prot.ctlon and n r p o ~ .  tlme crHoria stipulated by 
USNORTHCOM and USPACOM 

- 

AF BRAC Report (wnt.) The Secretary of Defense directed the individual services to 
AF Analysis Process apply eight criteria to their basing decisions 
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UNITED STATES HOUSE OF REPRESENTATIVES 
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Introduction 

Mr. Chairman and Members of the Committee: I appreciate the opportunity to 
meet with you on the critical subject of our nation's security. 

As the President said, on the eve of the standup of the new Department of 
Homeland Security, "The world changed on September the l l t h ,  2001. We 
learned that a threat that gathers on the other side of the earth can strike our 
own cities and kill our own citizens. It 's an important lesson; one we must never 
forget. Oceans no longer protect America from the dangers of this world. We're 
protected by daily vigilance at home. And we will be protected by resolute and 
decisive action against threats abroad." 

"We're tracking down terrorists who hate America, one by one. We're on the 
hunt. We [have] them on the run. And it's a matter of time before they learn the 
meaning of American justice. We're opposing terror regimes that are arming 
with weapons of mass destruction to threaten the peace and freedom of this 
world. And we're taking unprecedented measures to defend the homeland with 
the largest reorganization of our government in more than a half a century." 

At home and abroad, the Department of Defense is a significant contributor in 
this national effort to secure our nation and its people. 

The Department is prosecuting the war on terrorism abroad. The President 
understands that a terrorist can attack at any time, at any place, using any 
conceivable technique. He also understands that it is physically impossible to 
defend against every conceivable threat in every place, at every time. 

To successfully defend against terrorism, and other 21St century threats, 
requires that we take the war to the enemy. And the task of the Department is 
to put pressure on terrorists wherever they are, in Afghanistan, across the 
globe, to ensure that they have no safe haven, no sanctuary. 

With respect to the war abroad, U.S. military forces, when directed by the 
President, are charged with engaging terrorist forces and the governments or 
other entities that harbor them. I n  this effort, the Department works closely 
with other government agencies, including the departments of State, Treasury, 
and Justice, and the intelligence community. 

At home, all elements of society have a crucial stake in reducing our 
vulnerability to terrorism; and all have highly valuable roles to play. Protecting 
our nation requires an unprecedented level of cooperation throughout all levels 
of government - with private industry and institutions, and with the American 
people. The federal government has the crucial task of fostering a collaborative 
environment, and enabling all of these entities to work together to provide the 
security our nation requires. The new Department of Homeland Security is 
tasked with the responsibility of leading this national effort to protect our nation 
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against terrorist attacks. 

At home, the Department of Defense plays a valuable role in securing our nation 
as well and the Secretary of Defense has made a public commitment to work 
closely with the new Department of Homeland Security in order to coordinate 
our respective responsibilities. 

However, before discussing further the Department's role in helping secure our 
nation and its people at home, it is important to distinguish the differences 
between homeland security and homeland defense. 

Homeland Defense and Homeland Security 

As described by the President in the National Strategy for Homeland Security, 
homeland security is defined as a concerted national effort to  prevent terrorist 
attacks within the United States, reduce the vulnerability of the United States to 
terrorism, and minimize the damage and assist in the recovery from terrorist 
attacks. 

On the other hand, the Defense Department def~nes homeland defense as the 
mllitary protection of United States territory, domestic population, and critical 
defense infrastructure against external threats and aggression. It also includes 
routine, steady state activities designed to deter aggressors and to prepare U.S. 
military forces for action i f  deterrence fails. 

With respect to homeland security, the Defense Department will operate in 
support of a lead federal agency. While in homeland defense activities, the 
Defense Department will take the lead and be supported by other federal 
agencies. I n  fact, Section 876 of Public Law 107-296, the Homeland Security 
Act of 2002, recognizes the Department of Defense's lead role in the conduct of 
traditional military missions by providing that "[nlothing in this Act shall confer 
upon the Secretary [of Homeland Security] any authority to engage in 
warfighting, the military defense of the United States, or other military activities, 
nor shall anything in this Act limit the existing authority of the Department of 
Defense or the Armed Forces to  engage in warfighting, the military defense of 
the United States, or other military activities." This section clearly delineates 
the difference between homeland defense activities and homeland security 
activities - a precision that will be important to  keep in our minds and to 
articulate clearly to the American public. 

The Department of Defense's Role in the Security of the Nation 

I n  his testimony before Congress in May of last year, the Secretary of Defense 
described three distinct circumstances in which the Department of Defense 
would be involved in activities within the United States: 

The first case was extraordinary circumstances, which require the 
Department to execute its traditional military missions. For example, combat air 
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patrols and maritime defense operations. I n  these cases the Department plays 
the lead role and is supported by other Federal agencies. As in the case of 
combat air patrols where the Federal Aviation Administration provides data to 
assist the efforts of Air Force fighter pilots in identifying and, i f  necessary, 
intercepting suspicious or hostile aircraft. 

Also included in the category of extraordinary circumstances are cases in which 
the President, exercising his Constitutional authority as Commander in Chief, 
authorizes military action. This inherent Constitutional authority may be used in 
cases, such as a terrorist attack, where normal measures are insufficient to 
carry out Federal fu~ictions. 

The second case was emergency circumstances of a catastrophic nature-for 
example: responding to an attack or assisting in response to forest fires, floods, 
hurricanes, tornados and so forth, during which the Department may be asked 
to act quickly to  provide or to supply capabilities that other agencies do not 
have. 

Finally, the Secretary noted temporary circumstances, where the Department 
is given missions or assignments that are limited in duration or scope and other 
agencies have the lead from the outset. An example of this would be security at 
a special event like the Olympics. Another example is assisting other Federal 
agencies in developing capabilities to detect chemical/biological threats. 

Subsequent to the Secretary's testimony, three significant changes to the 
Department of Defense have fostered an evolving perspective of our role at 
home in the security of our nation. 

First, the Secretary of Defense, with the approval of the President, changed the 
Unified Command Plan and stood up, on October 1, 2002, the U.S. Northern 
Command. U.S. Northern Command's mission is to: 

Conduct operations to deter, prevent, and defeat threats and 
aggression aimed at the United States, its territories, and interests 
within the assigned area of responsibility; and 

As directed by the President or Secretary of Defense, provide 
military assistance to civil authorities including incidence management 
operations. 

U.S. Northern Command's area of responsibility includes air, land and sea 
approaches and encompasses the continental United States, Alaska, Canada, 
Mexico, and the surrounding water out to approximately 500 nautical miles. I t  
also includes the Gulf of Mexico, Puerto Rico and the U.S. Virgin Islands. The 
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defense of Hawaii and our territories and possessions in the Pacific remain the 
responsibility of U.S. Pacific Command. U.S. Northern Command will 
additionally be responsible for security cooperation and coordination with 
Canada and Mexico. 

I n  addition to  defending the nation, U.S. Northern Command will provide military 
assistance to civil authorities in accordance with U.S. laws and as directed by 
the President or Secretary of Defense. Military assistance is always in support of 
a lead federal agency, such as the Department of Homeland Security. Military 
civil support includes domestic disaster relief operations that occur during fires, 
hurricanes, floods, and earthquakes. Support also includes counter-drug 
operations and consequence management assistance, such as would occur after 
a terrorist event employing a weapon of mass destruction. 

Second, the Fiscal Year 2003 National Defense Authorization Act directed the 
establishment of an "Assistant Secretary of Defense for Homeland 
Defense." I am honored and thankful to have been nominated by the President 
and confirmed by the Senate to serve as the first Assistant Secretary of Defense 
for Homeland Defense. 

I n  accordance with Section 902 of Public Law 107-314, the Bob Stump National 
Defense Authorization Act of 2003, my principal duty is "the overall supemison 
of the homeland defense activities of the Department of Defense." My charge, 
as given to me by law, by the Secretary of Defense, and by the President is to 
lead and focus the Department's activities in homeland defense and homeland 
security, ensure internal coordination of DoD policy direction, provide guidance 
to Northern Command for its homeland defense mission and its military 
activities in support of homeland security, to include support to civil authorities, 
and to coordinate with the Homeland Security Council (HSC), the National 
Security Council (NSC), the Department of Homeland Security (DHS), and other 
governrrlent agencies. I n  layman's terms, I am responsible for recommending 
to the Secretary the roadmap and the "rules of the road" for the Defense 
Department's future role in securing our nation at home. 

Third, the Fiscal Year 2003 National Defense Authorization Act also directed the 
establishment of an "Under Secretary of Defense for Intelligence." 

The Under Secretary of Defense for Intelligence will have the primary 
responsibilities to assure that the senior leadership of the Department and 
Combatant Commanders receive the warning, actionable intelligence and 
counter-intelligence support needed to pursue the objectives of our new defense 
strategy. 

The Under Secretary will also enhance Defense Department intelligence-related 
activities, provide a single point of contact for coordination of national and 
military intelligence activities with the Community Management Staff and 
strengthen the relationship between the Secretary of Defense and the Director 
of Central Intelligence. So, in terms of this forum, the new Under Secretary will 
define and provide oversight for the Defense Department's participation in 
national Indications and Warning. 
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The National Guard's Role in the Security of the Nation 

One of the critical elements in DoD's contribution to the security of our nation is 
the National Guard. Since the terrorist attacks of September the llth, the 
Defense Department has depended so much on the National Guard that many of 
our accomplishments at home and abroad would not be possible without them. 

I n  fact, on September 11, 2001, members of the 102nd Fighter Wing, 
Massachusetts Air National Guard at Otis ANGB, led the first military response to 
the terrible attack on America. Two F-15 Eagle jets from Otis arrived at the 
World Trade Center, just minutes after United Airlines Flight 175 sliced into the 
second tower. While they were unable to alter the course of history on that 
morning, they stood guard with renewed vigilance. 'They were the first, but they 
were not the last. 

Clearly, because of where they are located in their relationship to state 
governments, the National Guard is one of the absolutely critical elements in 
developing the military's role in responding to attacks on the United States, and 
that includes response to mass casualty attacks. That is why, of course, that it 
is no accident that General Eberhart, who is the commander of the new Northern 
Command has as his chief of staff a National Guard general. His links into the 
National Guard are absolutely critical. 

The National Guard is quite capable of conducting selected homeland defense 
missions, such as the Air National Guard's important role in continental air 
defense. However, the National Guard is also combat ready to conduct overseas 
military operations and is relied upon by combatant commanders as part of a 
strategic reserve. 

I n  the past, the National Guard was dual-tasked. I n  wartime, the nation has 
expected the Guard to go fulfill its mission overseas; in peacetime, the nation 
has expected the Guard to be available for domestic emergencies. The terrorist 
attacks of September the llth, have now taught us that the National Guard may 
be called upon to do both a t  the same time, not by accident but because our 
nation's enemies may attack us in both places at once. 

Consequently, as DoD reviews how best to deal with the challenge of the new 
security environment, it is mindful of the need to properly balance the 
application of the total force to: defend the homeland, contribute to the global 
war on terrorism, meet military commitments abroad, and, i f  necessary, 
participate in a major theater war. 

I n  general, the National Guard can support homeland security in several ways. 
First, the Guard can operate in state service under the direction of the 
governors. For example, on September 11, the National Guard of New York, 
New Jersey and Connecticut responded to the attacks on the World Trade 
Center. 

Second, in state service but performing duties of federal interest, in Title 32 
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status. 

Third, in federal service, in Title 10 status, for example when the National Guard 
is mobilized to serve under the direction of the President or the Secretary of 
Defense. The Commander of Northern Command will have authority over the 
Guard only when it is serving in a Title 10 status. Otherwise, although he can 
set training and readiness standards for Guard units when they operate in Title 
10 status, command authority over the Guard's activities would remain with 
State governors. 

These arrangements have worked well in the past. The challenge today is to 
translate them into our new security environment. There are many proposals 
for doing so, and we'll work with the NSC, HSC, DHS, Congress, and the 
governors to make certain that we have an approach that meets the nation's 
needs. 

The Department of Defense~De~a.rt.!e.nt~~of~~Home!and..Securit~ 
Relat~iioons!T~ 

March the lSt marked an historic day for the federal government. Over 170,000 
employees from more than 20 different agencies officially became part of the 
Department of Homeland Security, creating a more effective, organized and 
united defense of our homeland. The Department of Homeland Security is a 
vital and important step in reorganizing our government to meet the threats of a 
new era as we continue the work of securing our nation. 

The Secretary of Defense has made a public commitment to work closely with 
the new Department of Homeland Security in order to coordinate the respective 
responsibilities. DoD and DHS have complementary missions and capabilities. I n  
general, the Department of Defense is responsible for homeland defense 
missions - to defend the land, maritime, and aerospace approaches from 
external threats - while the Department of Homeland Security will be responsible 
for major elements of domestic security and civil preparedness. DoD will also 
provide military assistance to U.S. civil authorities in accordance with U.S. law, 
as directed by the President and the Secretary of Defense. For example, such 
assistance could include support for incidence management operations led by 
the Department of Homeland Security when authorized by the President or the 
Secretary of Defense. There will be an ongoing requirement for U.S. Northern 
Command to coordinate plans, exercises and training with the operating 
components of DHS. 

As the Assistant Secretary of Defense for Homeland Defense, I will supervise all 
DoD homeland defense activities, including combatant command capabilities, 
and will coordinate all requests for assistance and cooperative ventures between 
the Department of Defense and the Department of Homeland Security. 

Conclusion 

I n  conclusion, the departments and agencies charged with U.S. national security 
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share a common goal: to assure the security of American citizens, territory, and 
sovereignty. DoD and DHS have complementary missions and we welcome DHS 
as a partner. As always, America's men and women in uniform stand ready to 
defend t:he nation at home and abroad. 

Thank you, Mr. Chairman. 

House Armed Services Committee 
2120 Rayburn House Office Building 

Washington, D.C. 20515 
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STATEMENT BY 
HONORABLE PAUL MCHALE 

ASSISTANT SECRETARY OF DEFENSE 
FOR HOMELAND SECURITY 

BEFORE THE 1 0 8 ~ ~  CONGRESS 
SUBCOMMITrEE ON TERRORISM, UNCONVENTIONAL 

THREATS AND CAPABILITIES 
COMMITTEE ON ARMED SERVICES 

UNITED STATES HOUSE OF REPRESENTATIVES 

March 4, 2004 

Introduction 

Chairman Saxton, Congressman Meehan, distinguished members of this 
Subcommittee: Thank you for inviting me back to address the critical subject of 
our nation's security. I appreciate the opportunity to return today to update you 
on our progress. When I appeared before this Subcommittee a year ago, new 
Department of Defense (DoD) organizational structures for homeland defense 
were still under development. With a continuing sense of urgency and focus, 
DoD has implemented substantial improvements in homeland defense 
capabilities over the past year, increasing the safety of the nation. At the same 
time, there is no reason for complacency. We fully recognize that significant 
challenges lie ahead. 

The focus of DoD's efforts to combat terrorism is on bringing the fight to the 
terrorists abroad through the prosecution of the global war on terrorism. Thus, 
our first line of defense is abroad -- to confront the enemy where he lives, 
trains, plans, and recruits, as we are doing today in Afghanistan and Iraq. Since 
my last appearance, the Global War on Terror has achieved many more 
successes. U.S. forces toppled Saddam Hussein's vicious regime in Iraq, freeing 
its innocent population from the grip of tyranny. We have captured or killed 
nearly two-thirds of al-Qaeda's known senior operatives. We have disrupted 
terrorist cells throughout the world, likely preventing planned attacks and 
disrupting the planning of others. The second line of defense also lies beyond 
the borders of the nation -- the air and maritime avenues of approach - where 
we will engage terrorists before they reach our borders. Inside our borders, the 
domestic law enforcement community is responsible for countering terrorist 
threats; and the Department of Defense stands ready to provide assets and 
capabilities in support of civil authorities, consistent with U.S. law. 

DoD's Role in the Security of Our Nation 

As you know, following the tragic events of 9/11, at the direction of the 
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President and with Congressional support, DoD moved quickly to establish new 
organizations focused on homeland defense and civil support: U.S. Northern 
Command (NORTHCOM) and the Office of the Assistant Secretary of Defense for 
Homeland Defense (ASD(HD)). 

At the request of the Secretary of Defense, the Office of the Assistant Secretary 
of Defense for Homeland Defense was established by Congress in the Bob Stump 
National Defense Authorization Act for Fiscal Year 2003. I am honored to have 
been nominated by the President and confirmed by the Senate to serve as the 
first Assistant Secretary of Defense for Homeland Defense. My office was 
established in recognition of the need to have a focal point to  assist the 
Secretary improve policy and provide guidance to combatant commanders 
regarding air, ground, and maritime defense of U.S. territory and the conduct of 
support to civilian authorities. As provided in the establishing statutory 
language, I provide overall supervision of the homeland defense activities of 
DoD. 

You will recall that on October 1, 2002, DoD activated NORTHCOM, 
headquartered in Colorado Springs, Colorado. This is the first combatant 
command with a primary mission to defend the land, sea, and air approaches to 
the United States. NORTHCOM conducts operations within its assigned area of 
responsibility to deter, prevent, and defeat threats and aggression aimed at the 
United States, its territories, and interests. Accordingly, as directed by the 
President or Secretary of Defense, NORTHCOM would direct military operations 
within its area of responsibility, including combat operations. I n  addition, when 
directed by the President or Secretary of Defense, NORTHCOM would also 
provide military assistance to civil authorities to mitigate the results of disasters 
and catastrophes, including those resulting from a WMD attack. 

NORTHCOM's area of responsibility includes the continental United States, 
Alaska, Canada, Mexico, and the surrounding water out to approximately 500 
nautical miles. The defense of Hawaii and U.S. territories and possessions in the 
Pacific remains the responsibility of U.S. Pacific Command. The commander of 
NORTHCOM is also the commander of the bi-national U.S.-Canada North 
American Aerospace Defense Command (NORAD). I am pleased to report that 
NORTHCOM achieved full operational capability on September 11, 2003 and is 
fully able to conduct missions assigned to the command in the Unified Command 
Plan. 

Air domain. NORAD guards, patrols, and monitors the skies over Canada and 
the United States. Each and every day the men and women of the United States 
Air Force, United States Air Force Reserve, and the Air National Guard secure 
the skies over major metropolitan areas, historic monuments, and our nation's 
critical infrastructure. Since September 11, 2001, these dedicated professionals 
have executed over 30,000 air defense sorties and responded to over 1700 
requests from the Federal Aviation Administration to intercept potential air 
threats. 

Maritime domain. Similarly, the U.S. Navy mans the sea approaches to the 
United States and works with the U.S. Coast Guard to patrol international waters 
and our territorial seas. On a daily basis, the U.S. Navy vigilantly monitors the 
blue water approaches to our nation's territorial seas, operating under new and 
expanded authority to  interdict vessels potentially bearing terrorists or their 
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weapons before they reach our shores. Further, under Operation NOBLE EAGLE, 
naval maritime surveillance and engagement forces are designated for transfer 
to NORTHCOM command and control when directed by the Secretary of 
Defense. 

Land domain. The Homeland Security Act of 2002 assigns the Secretary of 
Homeland Security the responsibility for the security of the nation's borders. 
That responsibility includes preventing terrorists and instruments of terrorism 
from penetrating our borders, protecting our ports of entry, immigration 
enforcement, and ensuring the speedy, orderly, and efficient flow of lawful traffic 
and commerce. DoD's role in that border security mission is to provide support 
to civil authorities, principally the Department of Homeland Security (DHS), 
when appropriate. To that end, DoD is prepared to respond swiftly when 
required. DoD has established and maintains Quick Reaction Forces and Rapid 
Reaction Forces, which, when deployed, will operate under NORTHCOM 
command and control. These highly-trained U.S. Army and Marine Corps 
personnel are postured to respond to the full range of potential threats to the 
United States. Additionally, when authorized by the Secretary of Defense, in the 
case of a WMD attack, Joint Task Force Civil Support headquartered in Norfolk, 
Virginia, Joint Task Force Consequence Management East headquartered at Fort 
Gillem, Georgia, or Joint Task Force Consequence Management West 
headquartered at Fort Sam Houston, Texas, under the command and control of 
NORTHCOM, would provide consequence management support to civil 
authorities. 

Role of Do0 and Other Agency Exercises 

DoD is committed to maintaining the readiness of military forces to  execute the 
full spectrum of homeland defense operations and to support civil authorities, 
when needed. To this end, DoD has hosted or participated in our own exercises 
and those sponsored by other government entities. Over the last year, these 
include: Unified Defense (February 2003); TOPOFF 2 (May 2003); Determined 
Promise (August 2003); Livewire (October 2003); Scarlet Cloud (November 
2003); and Unified Defense (February 2004). These exercises addressed a 
range of potential threats to the United States, from cyber attacks to bioterror 
attacks, and from radiological attacks to a nuclear detonation. The exercises 
support the DHS National Homeland Security Exercise Program established by 
the December 2003 Homeland Security Presidential Directive-8 (HSPD-8) on 
National Preparedness. Homeland security and homeland defense exercises are 
critical in identifying gaps and potential weaknesses within each agency and 
across agencies in responding to terrorist attacks, including multiple, 
simultaneous challenges. 

Do0 Support of Critical Infrastructure Protection 

Public Law 107-296 (the Homeland Security Act of 2002) assigned DHS the 
responsibility to develop a comprehensive national plan to protect our nation's 
critical infrastructure and key assets. The National Strategy to Secure 
Cyberspace (February 2003) and the National Strategy for the Physical 
Protection of Critical Infrastructure and Key Assets (February 2003), as well as 
HSPD-7 on Critical Infrastructure Identification, Prioritization, and Protection, 
(December 2003) designate DoD as the Sector Specific Agency for the Defense 



Industrial Base sector. This designation recognizes DoD's important role in the 
protection of the nation's critical infrastructure that sustain our capability to 
defend our nation and fight its wars. I n  this capacity, DoD must work closely 
with private sector owners of critical defense infrastructure to deter, mitigate, or 
neutralize terrorist attacks in order to sustain military operations. 

I n  September 2003, I was assigned the responsibility for Defense Critical 
Infrastructure Protection by the Secretary of Defense. Since then, we have 
consolidated Critical Infrastructure Protection (CIP) funding within the Office 
Secretary of Defense into a single program, managed by the newly-established 
Defense Program Office for Mission Assurance. Under my oversight, this office 
conducts focused research and development using a systems approach for CIP 
activities supporting DoD missions. We have also taken steps to protect critical 
defense installations and facilities from chemical, biological, radiological, and 
nuclear threats. Pentagon efforts are helping to develop DoD-wide installation 
protection standards and requirements, which we will apply at 200 other key 
installations over the next few years. 

Intelligence and Information Sharing 

DoD works closely with the constituent elements of the intelligence community 
to maintain maximum awareness of potential attacks against and emerging 
threats t:o the United States. My office engages actively with the Under 
Secretary of Defense for Intelligence (USD(I)), established in 2003 by Public 
Law 107-314, on all homeland defense intelligence matters. USDI is charged 
with ensuring that the senior DoD leadership receives the warning, actionable 
intelligence, and counter-intelligence support needed to pursue all of the 
objectives of the updated defense strategy, including defense of the homeland. 
USD(1) also provides a single point of contact for coordination of national and 
military intelligence activities with the Community Management Staff under the 
Director of Central Intelligence (DCI) and strengthens the relationship between 
the Secretary of Defense and the DCI. 

With the assistance of my office, the Office of the Under Secretary of Defense for 
Intelliger-ice, is working with DHS and other federal departments and agencies to 
fulfill the tasking set forth by Executive Order 13311, "Homeland Security 
Information Sharing," (July 2003) to establish procedures for the horizontal 
sharing of information between federal agencies and the vertical sharing of 
information with authorities at the state and local levels. 

Additionally, DoD is a full partner in the Terrorist Threat Integration Center 
(T IC) ,  a multi-agency joint venture announced by the President in the January 
2003 State of the Union address and launched in May 2003. TTIC integrates 
terrorist-threat related information, minimizing any seams between analysis of 
terrorism intelligence collected overseas and inside the United States, to form a 
comprehensive threat picture. On a daily basis, TTIC coordinates terrorist threat 
assessments with partner agencies, including DoD, DHS, the Federal Bureau of 
Investigation, the Central Intelligence Agency, and the Department of State. 

Do0 Relationship with the Department of Homeland Security 
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DoD focuses on and is responsible for homeland defense, which is the protection 
of United States territory, domestic population, and critical defense 
infrastructure against external threats and aggression. It also includes routine, 
steady-state activities designed to deter aggressors and to prepare U.S. military 
forces for action i f  deterrence fails. DHS, on the other hand, focuses on 
homeland security, which is defined in the 2002 National Strategy for Homeland 
Security as "a concerted national effort to prevent terrorist attacks within the 
United States, reduce the vulnerability of the United States to terrorism, and 
minimize the damage and assist in the recovery from terrorist attacks." 

I n  simpler terms, the Defense Department provides the military defense of our 
nation from all attacks that originate from abroad, while DHS protects the nation 
against, and prepares for, acts of terrorism. DoD is organized and prepared, 
however, at  the direction of the President and the Secretary of Defense, to play 
a vital role in support of the DHS mission. 

As the Secretary of Defense's principal representative to the DHS, I have worked 
hard to build upon on our excellent working relationships throughout the 
Department of Homeland Security. We have nearly completed a memorandum 
of agreement with DHS, under which DoD will continue to provide on a detail 
basis some sixty-four personnel to the Department of Homeland Security to fill 
critical specialties, principally in the areas of communications and intelligence. 
We have also established a 24/7 DoD presence in the DHS Homeland Security 
Operations Center with direct connectivity back to DoD for rapid response. 
Additionally, we established planning teams to assist the DHS Interagency 
Incident Management Group - a group of senior interagency officials focused on 
incident response. This year, we are also enhancing our partnership with DHS 
by establishing a DoD advisory and liaison office -- called the Homeland Defense 
Coordination Office -- within DHS headquarters. 

I n  accordance with Section 1401 of Public Law 107-314, I serve as the "senior 
official of the Department of Defense to coordinate all Department of Defense 
efforts to identify, evaluate, deploy, and transfer to  Federal, State, and local first 
responders technology items and equipment in support of homeland security." 
I n  that capacity, I work closely with the DHS Under Secretary for Science and 
Technology. 

Recent examples of technology transfer initiatives include: information-sharing 
systems, such as the Disaster Management Interoperability Services; biometries 
identification technologies; ground sensors and their application in border 
security; and unmanned aerial vehicle experimentation. Additionally, new 
Advaced Concept Technology Demonstration (ACTD) efforts are underway that 
have the potential to deliver capabilities supporting both DoD missions abroad 
and DHS missions at home. These include the High Altitude Airship, a prototype 
untethered platform that could provide wide area surveillance and 
communications capabilities, and the Air Transportable Cargo screening ACTD, 
designed to detect explosive threats in pallet cargo loads moving through 
military transportation systems. 

Finally, DoD invests nearly $100 million yearly in the Technical Support Working 
Group (TSWG), a U.S. national forum that brings together over 85 federal 



Page 6 of 7 

agencies to identify, prioritize, and coordinate interagency and international 
research and development requirements for combating terrorism. The TSWG 
rapidly develops technologies and equipment to meet the high-priority needs of 
the combating terrorism community. These technologies typically are also 
applicable to first responders and other homeland security missions. DHS is now 
a partner in the TSWG. 

Homeland Security Council 

The President established the Office of Homeland Security (OHS) and the 
Homeland Security Council (HSC) on October 8, 2001 to develop and implement 
a compr.ehensive national strategy to secure the United States from terrorist 
threats. The Department of Defense coordinates with the Assistant to the 
President for Homeland Security and staff as appropriate. The Secretary of 
Defense is, along with the President, Vice President, Secretary of Homeland 
Security, the Attorney General, and other Cabinet officials, a member of the 
HSC. DoD worked closely with the OHS from October 2001 to March 2003, and 
continues to do so with its successor, the HSC staff. 

As the Assistant Secretary of Defense for Homeland Defense, I am DoD's 
principal representative to the HSC staff and normally represent DoD at HSC 
principals and deputies committee meetings. My office represents DoD on the 
HSC's inter-agency policy coordination committees (PCCs) and subordinate 
working groups, with the participation of other DoD offices as appropriate. 
From personal experience, I can attest that the HSC has become an effective 
forum for interagency communication on homeland security and homeland 
defense matters, including evaluation of terrorist threats and the development of 
responses in a crisis environment. As one example, the HSC functioned 
effectively throughout the tense weeks of Code Orange alert during the 
December 2003 holiday season. 

Defense Support to Civil Authorities 

DoD has a long tradition of support to civil authorities, while maintaining its 
primary mission of fighting and winning the nation's wars. Since my last 
testimony, Do0 has continued to lend necessary assistance to civil authorities 
when they were overwhelmed or faced with challenges necessitating the 
Department's unique capabilities. Last year we acted on 75 requests for 
assistance from more than 20 civilian agencies, including DHS, the Department 
of Justice, the Department of Health and Human Services, the Department of 
Transportation, the Department of State, the National Air and Space 
Administration, the U.S. Marshals Service, and the National Interagency Fire 
Center. 

To provide several brief examples of civil support activities last year, DoD 
provided emergency support in natural disasters such as Hurricane Isabel in 
September 2003 and the October 2003 California wildfires. During the January 
2004 ricin incident on Capitol Hill, NORTHCOM's Joint Force Headquarters- 
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National Capitol Region, in its first operational use, provided command and 
control of U.S. Marine Corps Chemical-Biological Incident Response Force 
assistance to the U.S. Capitol Police. 

Conclusion 

Throughout our history, U.S. military forces - active duty and reserves -- have 
defended our nation against its enemies on land, at sea, and in the air, adapting 
continuously to engage threats to our nation. 

Today we face a challenge that is equal to or greater than any we have ever 
faced before. We must cope not only with the threats produced by the 
proliferation of weapons of mass destruction and missile technology among 
nation-states, but also with threats posed by individual terrorists and terrorist 
organizations with global reach. 

Throughout DoD we are transforming, increasing our capabilities for warfighting 
and honieland defense on a daily basis, while continuing a long tradition of 
support to civil authorities. Homeland defense and homeland security are 
featured on Secretary Rumsfeld's top priorities list for this year. We intend to 
develop a comprehensive Homeland Defense Strategy for the 2lSt century. This 
strategy will support the National Security Strategy, the National Strategy for 
Homeland Security, and the updated Defense Strategy. I t  will also provide the 
framework for pursuing operational capabilities to prepare for tomorrow's 
challenges. 

Mr. Chairman, I commend you and the members of this subcommittee for your 
continued interest, efforts, and support in the Department's homeland defense 
mission. The citizens of this nation, its institutions, and our brave men and 
women in uniform have repeatedly demonstrated the patriotism, toughness, 
innovation, determination, and resiliency to defeat our enemies while retaining 
our freedoms. There is no doubt in my mind that those capabilities will be 
tested against this newest enemy threat - nor is there any doubt that we will 
prevail. 

House Armed Services Committee 
2120 Rayburn House Office Building 

Washington, D.C. 20515 
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Subject: Critical Infrastructure Identification, Prioritization, and Protection 

Purpose 

(1) This directive establishes a national policy for Federal departments and agencies to identify and prioritize 
United States critical infrastructure and key resources and to protect them from terrorist attacks. 

Background 

(2) Terrorists seek to destroy, incapacitate, or exploit critical infrastructure and key resources across the United 
States to threaten national security, cause mass casualties, weaken our economy, and damage public morale and 
confidence. 

(3) America's open and technologically complex society includes a wide array of critical infrastructure and key 
resources that are potential terrorist targets. The majority of these are owned and operated by the private sector 
and State or local governments. These critical infrastructures and key resources are both physical and cyber- 
based and span all sectors of the economy. 

(4) Critical infrastructure and key resources provide the essential services that underpin American society. The 
Nation possesses numerous key resources, whose exploitation or destruction by terrorists could cause 
catastrophic health effects or mass casualties comparable to those from the use of a weapon of mass destruction, 
or could profoundly affect our national prestige and morale. In addition, there is critical infrastructure so vital that 
its incapacitation, exploitation, or destruction, through terrorist attack, could have a debilitating effect on security 
and economic well-being. 

(5) While it is not possible to protect or eliminate the vulnerability of all critical infrastructure and key resources 
throughout the country, strategic improvements in security can make it more difficult for attacks to succeed and 
can lessen the impact of attacks that may occur. In addition to strategic security enhancements, tactical security 
improvements can be rapidly implemented to deter, mitigate, or neutralize potential attacks. 

Definitions 

(6) In this directive: 

(a) The term "critical infrastructure" has the meaning given to that 

term in section 1016(e) of the USA PATRIOT Act of 2001 (42 U.S.C. 

(b) The t e n  "key resources" has the meaning given that term in section 

2(9) of the Homeland Security Act of 2002 (6 U.S.C. lOl(9)). 

(c) The term "the Department" means the Department of Homeland Security. 
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(d) The term "Federal departments and agencies" means those executive 

departments enumerated in 5 U.S.C. 101, and the Department of Homeland 

Security; independent establishments as defined by 5 U.S.C. 104(1); 

Government corporations as defined by 5 U.S.C. 103(1); and the United 

States Postal Service. 

(e) The terms "State," and "local government," when used in a 

geographical sense, have the same meanings given to those terms in 

section 2 of the Horneland Security Act of 2002 (6 U.S.C. 101). 

(f) The term "the Secretary" means the Secretary of Homeland Security. 

(g) The term "Sector-Specific Agency" means a Federal department or 

agency responsible for infrastructure protection activities in a 

designated critical infrastructure sector or key resources category. 

Sector-Specific Agencies will conduct their activities under this 

directive in accordance with guidance provided by the Secretary. 

(h) The terms "protect" and "secure" mean reducing the vulnerability of 

critical infrastructure or key resources in order to deter, mitigate, or 

neutralize terrorist attacks. 

Policy 

(7) It is the policy of the United States to enhance the protection of our Nation's critical infrastructure and key 
resources against terrorist acts that could: 

(a) cause catastrophic health effects or mass casualties comparable to those from the use of a weapon of mass 
destruction; 

(b) impair Federal departments and agencies' abilities to perform essential missions, or to ensure the public's 
health and safety; 

(c) undermine State and local government capacities to maintain order and to deliver minimum essential public 
services: 

(d) damage the private sector's capability to ensure the orderly functioning of the economy and delivery of 
essential services: 

(e) have a negative effect on the economy through the cascading disruption of other critical infrastructure and key 
resources; or 
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(f) undermine the public's morale and confidence in our national economic and political institutions. 

(8) Federal departments and agencies will identify, prioritize, and coordinate the protection of critical infrastructure 
and key resources in order to prevent, deter, and mitigate the effects of deliberate efforts to destroy, incapacitate, 
or exploit them. Federal departments and agencies will work with State and local governments and the private 
sector to accomplish this objective. 

(9) Federal departments and agencies will ensure that homeland security programs do not diminish the overall 
economic security of the United States. 

(10) Federal departments and agencies will appropriately protect information associated with carrying out this 
directive, including handling voluntarily provided information and information that would facilitate terrorist targeting 
of critical infrastructure and key resources consistent with the Homeland Security Act of 2002 and other applicable 
legal authorities. 

(1 1) Federal departments and agencies shall implement this directive in a manner consistent with applicable 
provisions of law, including those protecting the rights of United States persons. 

Roles and Responsibilities of the Secretary 

(12) In carrying out the functions assigned in the Homeland Security Act of 2002, the Secretary shall be 
responsible for coordinating the overall national effort to enhance the protection of the critical infrastructure and 
key resources of the United States. The Secretary shall serve as the principal Federal official to lead, integrate, 
and coordinate implementation of efforts among Federal departments and agencies, State and local 
governments, and the private sector to protect critical infrastructure and key resources. (13) Consistent with this 
directive, the Secretary will identify, prioritize, and coordinate the protection of critical infrastructure and key 
resources with an emphasis on critical infrastructure and key resources that could be exploited to cause 
catastrophic health effects or mass casualties comparable to those from the use of a weapon of mass destruction. 

(14) The Secretary will establish uniform policies, approaches, guidelines, and methodologies for integrating 
Federal infrastructure protection and risk management activities within and across sectors along with metrics and 
criteria for related programs and activities. 

(15) The Secretary shall coordinate protection activities for each of the following critical infrastructure sectors: 
information technology; telecommunications; chemical; transportation systems, including mass transit, aviation, 
maritime, groundlsurface, and rail and pipeline systems; emergency services; and postal and shipping. The 
Department shall coordinate with appropriate departments and agencies to ensure the protection of other key 
resources including dams, government facilities, and commercial facilities. In addition, in its role as overall cross- 
sector coordinator, the Department shall also evaluate the need for and coordinate the coverage of additional 
critical infrastructure and key resources categories over time, as appropriate. 

(16) The Secretary will continue to maintain an organization to serve as a focal point for the security of 
cyberspace. The organization will facilitate interactions and collaborations between and among Federal 
departments and agencies, State and local governments, the private sector, academia and international 
organizations. To the extent permitted by law, Federal departments and agencies with cyber expertise, including 
but not limited to the Departments of Justice, Commerce, the Treasury. Defense, Energy, and State, and the 
Central Intelligence Agency, will collaborate with and support the organization in accomplishing its mission. The 
organization's mission includes analysis, warning, information sharing, vulnerability reduction, mitigation, and 
aiding national recovery efforts for critical infrastructure information systems. The organization will support the 
Department of Justice and other law enforcement agencies in their continuing missions to investigate and 
prosecute threats to and attacks against cyberspace, to the extent permitted by law. 

(17) The Secretary will work closely with other Federal departments and agencies, State and local governments, 
and the private sector in accomplishing the objectives of this directive. 

Roles and Responsibilities of Sector-Specific Federal Agencies 
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(18) Recognizing that each infrastructure sector possesses its own unique characteristics and operating models, 
there are designated Sector-Specific Agencies, including: 

(a) Department of Agriculture -- agriculture, food (meat, poultry, egg products); 

(b) Health and Human Services -- public health, healthcare, and food (other than meat, poultry, egg products); 

(c) Environmental Protection Agency -- drinking water and water treatment systems; 

(d) Department of Energy -- energy, including the production refining, storage, and distribution of oil and gas, and 
electric power except for commercial nuclear power facilities; 

(e) Department of the Treasury -- banking and finance; 

(f) Department of the Interior -- national monuments and icons; and 

(g) Department of Defense - defense industrial base. 

(19) In accordance with guidance provided by the Secretary, Sector-Specific Agencies shall: 

(a) collaborate with all relevant Federal departments and agencies. State and local governments, and the private 
sector, including with key persons and entities in their infrastructure sector; 

(b) conduct or facilitate vulnerability assessments of the sector; and 

(c) encourage risk rnanagement strategies to protect against and mitigate the effects of attacks against critical 
infrastructure and key resources. 

(20) Nothing in this directive alters, or impedes the ability to carry out, the authorities of the Federal departments 
and agencies to perform their responsibilities under law and consistent with applicable legal authorities and 
presidential guidance. 

(21) Federal departments and agencies shall cooperate with the Department in implementing this directive, 
consistent with the Homeland Security Act of 2002 and other applicable legal authorities. 

Roles and Responsibilities of Other Departments, Agencies, and Offices 

(22) In addition to the responsibilities given the Department and Sector-Specific Agencies, there are special 
functions of various Federal departments and agencies and components of the Executive Office of the President 
related to critical infrastructure and key resources protection. 

(a) The Department of State, in conjunction with the Department, and the Departments of Justice, Commerce, 
Defense, the Treasl~ry and other appropriate agencies, will work with foreign countries and international 
organizations to strengthen the protection of United States critical infrastructure and key resources. 

(b) The Department of Justice, including the Federal Bureau of Investigation, will reduce domestic terrorist 
threats, and investi~jate and prosecute actual or attempted terrorist attacks on, sabotage of, or disruptions of 
critical infrastructure and key resources. The Attorney General and the Secretary shall use applicable statutory 
authority and attendant mechanisms for cooperation and coordination, including but not limited to those 
established by presidential directive. 

(c) The Department of Commerce, in coordination with the Department, will work with private sector, research, 
academic, and government organizations to improve technology for cyber systems and promote other critical 
infrastructure efforts, including using its authority under the Defense Production Act to assure the timely 
availability of industrial products, materials, and services to meet homeland security requirements. 
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(d) A Critical lnfrastructure Protection Policy Coordinating Committee will advise the Homeland Security Council 
on interagency policy related to physical and cyber infrastructure protection. This PCC will be chaired by a 
Federal officer or employee designated by the Assistant to the President for Homeland Security. 

(e) The Office of Science and Technology Policy, in coordination with the Department, will coordinate interagency 
research and development to enhance the protection of critical infrastructure and key resources. 

(f) The Office of Management and Budget (OMB) shall oversee the implementation of government-wide policies. 
principles, standards, and guidelines for Federal government computer security programs. The Director of OMB 
will ensure the operation of a central Federal information security incident center consistent with the requirements 
of the Federal lnformation Security Management Act of 2002. 

(g) Consistent with the E-Government Act of 2002, the Chief lnformation Officers Council shall be the principal 
interagency forum for improving agency practices related to the design, acquisition, development, modernization, 
use, operation, sharing, and performance of information resources of Federal departments and agencies. 

(h) The Department of Transportation and the Department will collaborate on all matters relating to transportation 
security and transportation infrastructure protection. The Department of Transportation is responsible for 
operating the national air space system. The Department of Transportation and the Department will collaborate in 
regulating the transportation of hazardous materials by all modes (including pipelines). 

(i) All Federal depa~tments and agencies shall work with the sectors relevant to their responsibilities to reduce the 
consequences of catastrophic failures not caused by terrorism. 

(23) The heads of all Federal departments and agencies will coordinate and cooperate with the Secretary as 
appropriate and consistent with their own responsibilities for protecting critical infrastructure and key resources. 

(24) All Federal department and agency heads are responsible for the identification, prioritization, assessment, 
remediation, and protection of their respective internal critical infrastructure and key resources. Consistent with 
the Federal lnformation Security Management Act of 2002, agencies will identify and provide information security 
protections commensurate with the risk and magnitude of the harm resulting from the unauthorized access, use, 
disclosure, disruption, modification, or destruction of information. 

Coordination with the Private Sector 

(25) In accordance with applicable laws or regulations, the Department and the Sector-Specific Agencies will 
collaborate with appropriate private sector entities and continue to encourage the development of information 
sharing and analysis mechanisms. Additionally, the Department and Sector-Specific Agencies shall collaborate 
with the private sector and continue to support sector-coordinating mechanisms: 

(a) to identify, prioritize, and coordinate the protection of critical infrastructure and key resources; and 

(b) to facilitate sharing of information about physical and cyber threats, vulnerabilities, incidents, potential 
protective measures, and best practices. 

National Special Security Events 

(26) The Secretary, after consultation with the Homeland Security Council, shall be responsible for designating 
events as "National Special Security Events" (NSSEs). This directive supersedes language in previous 
presidential directives regarding the designation of NSSEs that is inconsistent herewith. 

Implementation 

(27) Consistent with the Homeland Security Act of 2002, the Secretary shall produce a comprehensive, integrated 
National Plan for Critical lnfrastructure and Key Resources Protection to outline national goals, objectives, 
milestones, and key initiatives within 1 year from the issuance of this directive. The Plan shall include, in addition 
to other Homeland Security-related elements as the Secretary deems appropriate, the following elements: 
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(a) a strategy to identify, prioritize, and coordinate the protection of critical infrastructure and key resources, 
including how the Department intends to work with Federal departments and agencies, State and local 
governments, the private sector, and foreign countries and international organizations; 

(b) a summary of activities to be undertaken in order to: define and prioritize, reduce the vulnerability of, and 
coordinate the protection of critical infrastructure and key resources; 

(c) a summary of initiatives for sharing critical infrastructure and key resources information and for providing 
critical infrastructure and key resources threat warning data to State and local governments and the private 
sector; and 

(d) coordination and integration, as appropriate, with other Federal emergency management and preparedness 
activities including the National Response Plan and applicable national preparedness goals. 

(28) The Secretary, consistent with the Homeland Security Act of 2002 and other applicable legal authorities and 
presidential guidance, shall establish appropriate systems, mechanisms, and procedures to share homeland 
security information relevant to threats and vulnerabilities in national critical infrastructure and key resources with 
other Federal departments and agencies, State and local governments, and the private sector in a timely manner. 

(29) The Secretary will continue to work with the Nuclear Regulatory Commission and, as appropriate, the 
Department of Energy in order to ensure the necessary protection of: 

(a) commercial nuclear reactors for generating electric power and non-power nuclear reactors used for research, 
testing, and training; 

(b) nuclear materials in medical, industrial, and academic settings and facilities that fabricate nuclear fuel; and 

(c) the transportation, storage, and disposal of nuclear materials and waste. 

(30) In coordination with the Director of the Office of Science and Technology Policy, the Secretary shall prepare 
on an annual basis a Federal Research and Development Plan in support of this directive. 

(31 ) The Secretary will collaborate with other appropriate Federal departments and agencies to develop a 
program, consistent with applicable law, to geospatially map, image, analyze, and sort critical infrastructure and 
key resources by utilizing commercial satellite and airborne systems, and existing capabilities within other 
agencies. National technical means should be considered as an option of last resort. The Secretary, with advice 
from the Director of Central Intelligence, the Secretaries of Defense and the Interior, and the heads of other 
appropriate Federal departments and agencies, shall develop mechanisms for accomplishing this initiative. The 
Attorney General shall provide legal advice as necessary. 

(32) The Secretary will utilize existing, and develop new, capabilities as needed to model comprehensively the 
potential implications of terrorist exploitation of vulnerabilities in critical infrastructure and key resources, placing 
specific focus on densely populated areas. Agencies with relevant modeling capabilities shall cooperate with the 
Secretary to develop appropriate mechanisms for accomplishing this initiative. 

(33) The Secretary will develop a national indications and warnings architecture for infrastructure protection and 
capabilities that will facilitate: 

(a) an understanding of baseline infrastructure operations; 

(b) the identification of indicators and precursors to an attack; and 

(c) a surge capacity for detecting and analyzing patterns of potential attacks. 

In developing a national indications and warnings architecture, the Department will work with Federal, State, local, 
and non-governmental entities to develop an integrated view of physical and cyber infrastructure and key 
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resources. 

(34) By July 2004, the heads of all Federal departments and agencies shall develop and submit to the Director of 
the OMB for approval plans for protecting the physical and cyber critical infrastructure and key resources that they 
own or operate. These plans shall address identification, prioritization, protection, and contingency planning, 
including the recovery and reconstitution of essential capabilities. 

(35) On an annual basis, the Sector-Specific Agencies shall report to the Secretary on their efforts to identify. 
prioritize, and coordinate the protection of critical infrastructure and key resources in their respective sectors. The 
report shall be submitted within 1 year from the issuance of this directive and on an annual basis thereafter. 

(36) The Assistant to the President for Homeland Security and the Assistant to the President for National Security 
Affairs will lead a national security and emergency preparedness communications policy review, with the heads of 
the appropriate Federal departments and agencies, related to convergence and next generation architecture. 
Within 6 months after the issuance of this directive, the Assistant to the President for Homeland Security and the 
Assistant to the President for National Security Affairs shall submit for my consideration any recommended 
changes to such policy. 

(37) This directive supersedes Presidential Decision DirectivelNSC-63 of May 22, 1998 ("Critical Infrastructure 
Protection"), and any Presidential directives issued prior to this directive to the extent of any inconsistency. 
Moreover, the Assistant to the President for Homeland Security and the Assistant to the President for National 
Security Affairs shall jointly submit for my consideration a Presidential directive to make changes in Presidential 
directives issued prior to this date that conform such directives to this directive. 

(38) This directive is intended only to improve the internal management of the executive branch of the Federal 
Government, and it is not intended to, and does not, create any right or benefit, substantive or procedural, 
enforceable at law or in equity, against the United States, its departments, agencies, or other entities, its officers 
or employees, or any other person. 

GEORGE W. BUSH 

Return to this article at: 
htt~:!~~,wbitehouse,go~!news!re!ease.s1200~3!12!20037-5.html 
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National Mi1it;mry Strategic Plan for the War on Terrorism unclassified quotes: 

Page F-2, Par D&: 
(TJ) The GWOT has no definitive end date, nor an easily defined battlefield. 

Page 16, Par b. 
(U) Wavs. DoD achieves these termination objectives and complements other U.S. Government 

activities by accomplishing six military strategic objectives across the three elements of the GWOT 
strategy: protect the U.S. homeland; disrupt and attack lerrorist networks; and counter ideological support 
for terrorism. 

Strategic Planning Guidance, FY 2006-2011, March 2004 unclassified quotes: 

Page 1, section 1 DEFENSE STRATEGY OVERVIEW (U). Persistent and Emerging Challenges (U) 
(U) The United States is a nation at war, yet we still enjoy an historic position of strategic advantage. 

In spite of our substantial advantages, we remain vulnerable. We must contend with four persislent and 
emerging challenges in this new, more uncertain era. There are often no hard boundaries distinguishing 
one challenge from another. Indeed, the most dangerous circumstances are those where we are facing, or 
will face, multiple challenges simultaneously. The challenges include: 

Traditional challenges posed largely by states employing legacy and advanced military capabilities 
and recognizable military forces, in long-established, well-known forms of military competition and 
conflict; 

Irregular challenges arising iiom the adoption or employment of unconventional methods by non- 
state and state actors to counter stronger state opponents-terrorism, insurgency, civil war, etc.; 

Cafashophic challenges involving the surreptitious acquisition, possession, and possible terrorist or 
rogue employment of WMD or methods producing WMD-llke effects; and 

Disruptive future challenges emanating fiom competitors developing, possessing, and employing 
breakthrough technological capabilities intended to supplant our advantages in particular operational 
domains. 

Page R-2-2, Par* 
b. (U) Milibuy Strategic Objectives. The Military Strategic Objectives are subsidiary objectives that 

support the Termination Objective. Together with the three elements of the national strategy,profect the 
hon~elund; di.nicpt and attack terrorist networks; and counter ideologicul support for terrori,srn, the 
MSOs form the 'ways' by which the l'ermination Objective is accomplished. 

Page L-2, Par 3. 
(U) Homeland Defense (HD) is the protection of U.S. sovereignty, territory, domestic population, and 

critical defense infrastructure against external threats and aggression. This includes defending the United 
States against air and missile attacks, terrorism and other direct attacks. DoD is the lead Federal agency 
for HD. 



Homeland Defense 

BCEG avoids dealing with Homeland defense issues in sub-criteria and Air Force 
attributes 

BCEG Minutes pertaining to Homeland Defense and Military Value (MV) 

- The BCEG minutes show that they had difficulty constructing a quantitative value 
regarding a base's contribution to homeland defense. By February of 2004, 
Homeland Defense was going to be a filter to be used after other deliberation. 
As late as June 2004. filters and questions pertaining to homeland defense were 
slill being looked at. It wasn't unlil .luly of 2004 lhal the Air Force imperatives 
were developed to accommodate homeland defense. Since WlDGET questions 
were already to the field and data calls being met, it appears the only way to 
measure homeland defense was through military judgment using Air Force 
imperatives. 

MV-1 questions and potential questions 

- This section lists the questions that were asked to determine MV-I, and offers 
alternative questions that may have been a better indicator of a base's Military 
Value as it relates to homeland defense. 

- When Air Sovereignty Alert (ASA) sites were discussed, the 131" Fighter Wing 
was not known to the BCEG as an ASA site. Thus, the 13 1 FW may have been 
solely judged based on its Militavy Value. Since September 12,2001, the 13 1 FW 
has flown 102 sorties in support of air sovereignty missions. The 13 1 FW has 
buill alert facilities, developed procedures, and accomplished 1 15 days of alert. 
The 13 1 FW has directly supported the Air Force imperative to "Provide air 
sovereignty basing to meet the site protection and response time criteria stipulated 
by USNORTHCOM and USPACOM". 
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m Review wing sires as well.. .consolidatelrestructure 
legacy weapon systems 

m Keep training units distinct from operational units 
m Obviate need to tap other AEFslARC out of cycle 
r Balance the force: 

m Among Act ivefARCfmillcivfcontractor 
r Between CONUS and Overseas 
m Among AEFs 
m With right AClRC mix and sustainable rotation ratios, 

accompaniedlremote tour ratios 

BCEG MINUTES, 9 Jan 04 





m Optimize AClRC mix to make squadrons most effective, 
alleviate PERSTEMPO, enable us to fight early on 
without non-vol ARC, and accommodate new missions 

r New paradigms 
Blending and associate must become the norm 

m Joint facility use with other services RC 
m Facilitate duty across state lines 
m Ease active to reserve (and vice versa) transition 

Tie both combat and support forces, Total Force, to 
'fight the base' (and also the basing constellation) 

r ARC must invest in new missions to sustain relevance 

BCEG MINUTES. 9 Jan 04 
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